WP INSTALLATION MANU

Synopsis

This document gives you #fle information you need to successfully install WonderPhone.
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1. What is WonderRone

WonderPhone(WP) ia new SIP pldorm which enables Softipone clients tobe used
instead of physical terminal& I ( I GdftphOre cli@nt is called WonderPhone client
or WP client for shor{no other softphone other than WonderPhone client can be used
with WonderPhone serer).

WonderPhone consists of a server aadlient (WonderPhone server and

WonderPhor client). WP utilizes proprietg protocol between server/clien

You install WonderPhone cliemn your windows desktop, and login either with your
Flexi or domain credmtials.

WonderPhone supports authentication through AD (Active Direct@a.Xla Windows
Authentication.

Benefits

=

WP client is fully integrated with the Flexi platform.

WP supports codec G.711 and G.722(HD Audio)

Signdling/audio encryption (AE356)

See fatus of your collagues

Divert and open youmnd your colleague<extensiors).

Log infout ofPBXgroups

Listen to your voicemail

See call history

Supports call control via headset (only Plantronics USB in first version)
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1.1WonderPhone and Flexi

WonderPhone can at this moment only work in coherence with Datatal FMau can
use WP client as prefred device for phoneallsfor the followingDatatal Flexi
products Presentity, CalCenter andFlexi Tid

This means that you do not need any physidavice to use Flexi if you uske WP
client.

FlexiOperator user still needs a pbical device to functionOf course you can twin
your WP client with your mobile device.

1.2 Requirements
WP and Flexi have several dependes@nd restrictions.

1 PBX;Avaya IPO

Avaya license CT Link Pro

Avaya3" party endpointlicenseg SIP user (one per WP cliatper simultaneouy logged
onuse

Flexi license Flexi 5.12

Flexi license WP server, WP client (one per client)

Server O§ Microsoft Windows Servet012

Seaver ¢ minimum of 2 different IRddresses

Client O Windows7

Valid SSL certificate

= =4
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1 Domain with A optional (required for windows authentication)
1 Compatible Headset (USB is recommended)

WonderPhone only works in congtion with Avaya IPO. For every user of WonderPhone
SoftPhone a corresponding SIPrugense in Avaya IPO is ragui. You can only install WP on
Windows Server 2012, and WP clients on Windbarsd later.

*mportant** Two differentiPaddressesre requred when installing WP server. You ather
activate this oranexsting NIC or add a new NIC.

2. System overview

N1,

Avaya PO f——

SIP trund
TAPI

SIP User

Flexi Operator

Flexi Operator needs a
physical terminal to function

WonderPhone client E
(SoftPhong =
- P
LTSRN

Presentity App

Flexi Tid web E Flexi Presentity web
= These Flexi products can be used
SN with WP client
Flexi CC Client
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AD;Server -F I e

SIP trunc | dd 4 (FI = IS i /."
TAPI TFTP p addresd (Flex) Flexi Http/hitps Clients
Avaya . S
IPO WonderPhone " Windows Authentication
Server
' https
VF <l
SIP user Ip addres (WP WP ﬁ Jp—
2
Detailedsystemschematic
2.1 Protocols and ports
Nr. Service name ' Protocol Port Comment
1 WP client https 443 Logon
2 WP client RTRincamming) 19999 Audio stream
RTRoutgoing Dynamic dest port Audio stream
3 Flexi client http or https
4 WP Server RTRUDP) Dynamic ports
WP server SIR(TCRUDP 5060 WP server PBX
5 CT Stack SIP 5060
CT Stack RTP 16384-32767 (dynamic)

6 TelephonyManager | TAPI
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2.2 Windows authentication
This enables logged on domain users to be authenticaieithg domain credentials
This requireghat both the server and client are in the same domain.

——1. User access requestp> __4.Challenge and respon_ﬁ
sentto AD

\WENOlI-hld ~a—2. Challenge message— WP server

3. Challenge respon . > 5. AD autenticates user

1 6. response sent
FD.
to client

Owerview of windows authentication

Activation

2dz YSSR (G2 IRR (KS ASNWSNI NRfS GaoAyR26a
M® {GF NI dG2AyR26a aASNWSN YI ylr 3ISNE
2.9ELI YR 42806 {SNWSNI oLL{DOV

DESTINATION SERVER
Select server roles WIN-C13A10TGSGF
Before You Begin Select one or more roles to install on the selected server.
Installation Type Roles Description
Server Selection o ~|  Active Directory Certificate Services
L] Application Server (AD CS) is used to create
[] DHCP Server certification authorities and related
Features ] DNS Server role services that allow you to issue
and manage certificates used in a
L] Fax Server — variety of applications.
b [H] File and Storage Services (1 of 12 installed)
[ Hyper-v
[] Network Policy and Access Services
[T] Print and Document Services
[T] Remote Access
[[] Remote Desktop Services %
[] Volume Activation Services
b [H] Web Server (lIS) (18 of 43 installed)
[[] Windows Deployment Services
[[] Windows Server Essentials Experience
[[] Windows Server Update Services s
| < Previous | | Next > | | Install I | Cancel
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Select server roles

Before You Begin Select one or more roles to install on the selected server.
Installation Type Roles
Server Selection

4 [H] Web Server (17 of 34 installed)

p M) Common HTTP Features (5 of 6 installed)
i [H] Health and Diagnostics (1 of 6 installed)
b
4

Features

Confirmation Performance {instalied)

[®] Security (3 of 9 installed)
Request Filtering (Installed)
[[] Basic Authentication
[[] Centralized SSL Certificate Support

[] Digest Authentication

IP and Domain Restrictions (Installed)
URL Authorization (Installed)

indows Authentication|

[[] Client Certificate Mapping Authenticatic .

[C] 1S Client Certificate Mapping Authentic

[>

<] i [ D

DESTINATION SERVER
WIN-C13AJOTGSGF

Description

Windows authentication is a low
cost authentication solution for
internal Web sites, This
authentication scheme allows

administrators in a Windows domain

to take advantage of the domain
infrastructure for authenticating
users, Do not use Windows
authentication if users who must

be

authenticated access your Web site

from behind firewalls and proxy
servers.

[ <previous | [ Net> | | nstal | [ cancel |

., z

/I fA01 aySE(Gé¢z GKSYy aySEGE |

/ 2y FAIdzNS LL{ G2 dziAtAT S a2AyR2¢a | dzi
h LISy

€@ » WIN-CI3AJOTGSGF » Sites » DatatalWonderphoneAPl »

Y R

iKSy Of A

G L L { anal folyow eh&inkséructions in the screenshot below

Comectons
e-i|zi8

File View Help

0 DatatalWonderphoneAPI Home

B Explore
Start Page = Edit Permissions...
WIN-C13AJ0TGSGF (WIN-C13AI0TGS | e ~ e oW At e by e i Edit Site
2 Application Pools ASP.NET ® Bindi
= indings...

b€ Default Web Site '\MK: NET NET Error NET NET Profile .NETRoles .NET Trust .NET Users Application
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Levels

Pages

ﬁ 1. select Site
| .
DatatalWonderPhoneARI

Machine Ke Pagesand  Providers Sesq . o
Y chat 2. Click on®inding £

s
) i a1 [ = 7 =
2 & 5 @ 9 o &
ASP Authentic... i CGl C i Default Directory  Error Pages Handler
Rules Document  Browsing Mappings

wF O 8 = & = & 8

onnection
Strings

HTTP
Redirect

Basic Settings...

View Applications
View Virtual Directories

Manage Website
Restart
Start

avt

Stop

Browse Website
[®] Browse 192.168.19.62:80 (http)
[S] Browse 192.168.19.62:443 (https)

Advanced Settings...

Configure
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Type Host Mame Port IP Address Binding Informa...
http 20 192.168.19.62
https 443 192,168.19.62

Select@ttpsQthen
Click®&di€to bind your Browse

certificate

H

Type: IP address: Port:

| hitps v | [192.168.10.62 v] a3 |

Host name:

| | Select your

[ ] Require Server Mame Indication certificate in this drp
down meny

Then clickDKQ
55L certificate:
wp.test.internal W

QK Cancel

Now SSL certificate is activated for WP

2.3 Autodiscover

Autodiscover is a MS Windows feature that lets clients "autodiscover" where the
server the client should comtct is located. This includes IP address, protcaund port
etc.

For common Microsoft clients such as MS Outlook this is done by default. This feature
makes it easier for the users when loggim, just use Autodicover andthe client gets

all information pertaning to the address, protocol, port of theocresponding service

from the DNS server.

For Autodiscover to work you need to addnad { w+ NJ&hfaNyRté your DNS.
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2.3.1 SRV record

SRV records an entry in customer DNS, which allows clientaichomain tosenda
¢ NS |j de$ BNBwhich address the requested service is locatdIP address,
protocol, port etc) The following informations required

1 Name i The naming system is an underscore followed by the name of the service, followed by a
period, then underscore, and then the protocol, another dot, and then the name of the domain.

1 Hosti The system that the client will try to connect to.

9 Priority I This acts the same way as the MX Level / preference in the MX record. The lower the
number in the priority field, the more desirable the associated target. O is the highest priority.

1 Weight1 Allows the zone administrators to distribute load to multiple targets (load balance). It is
used to determine relative capacity and load between two SRV fields within the priority. Hits will
be assigned proportionately by weight. This will allow the administrators to have one powerful and
one weak server and share the appropriate loads between those systems. 0 is the lowest load.

9 Porti the actual port of the service offered.

To addan SRV record for WP client these values must be configured in DNS.
_dtwpsrvdiscover IN SRV 0483 [computername or ipaddress]
Note that underscore must be included

2.3.2 Verify SRV record
You can check your SRV records by usingaksip.
Fromacomputerind6l Ay > aA0GF NI &/ a5¢3 YR SyadSNI G4KS

nslookup -type=SRV _ldap._ sip .mydomain.com

3. Installation

Before you begin installation, maksurethat the server ha a valid internet
connection aad that Windows is patched withhe latest updates, this is done using
GosAyR2ga dzLJRIGS Ot ASyi(é o

3.1 Add secontPaddress
If there only is one Network adapterin your server, you can easily add a secdRd
address tothe existingadapter. If you already have 2P addresses skip tgection3.2.

T2 2«

OpendControlPanet on your servercliOl 2y abSidg2NJ IE¢liRkoa Kl NRA y 3

"change adapter settings". Riglelick on youmetwork adapter select "properties”.
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Connect using:
Q vmxnet3 Ethemet Adapter

This connection uses the following items:

I "% Client for Microsoft Networks

o8\ File and Printer Sharing for Microsoft Networks

45} 305 Packet Scheduler

[l .- Microsoft Network Adapter Muttiplexor Protocol

<& Link-Layer Topology Discovery Mapper I/0 Driver

4. Link-Layer Topology Discovery Responder Select for which protocol you wa

-&- Intemet Protocol Version 6 (TCP/IPvE) to add a new IP addres@Normally
Intemet Protocol Version 4 (TCP/IPv4) IPV is used

Then click orproperties
| hsal. || Unnstal | | Propeties
Description
Transmission Control Protocol/Intemet Protocol. The default

wide area network protocol that provides communication
across diverse interconnected networks.

=

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(") Obtain an IP address automatically

(®) Use the following IP address:

IP address: | 192.168. 19 . 61 |
Subnet mask: | 255 .255.255. 0 |
Default gateway: | 192,168 . 19 .254 |

() Obtain DNS server address automatically
(®) Use the following DNS server addresses:

Preferred DNS server: | 82 .115.148 . 51 |

Alternate DNS server: | 8% 858 o8 |

[ validate settings upon exit ' ClickéAdvanced to access further settings
Lok || Cancel
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IP Settings IDNS [ wins |

IP addresses

IP address Subnet mask

192.168.19.61 255.255.255.0

Add... || Edt.. || Remove

Default gateways:

Gateway Metric

192.168.19.254 Automatic
[v] Automatic metric

Interface metric: [:]

IP Settings lms | wins

IP addresses

IP address Subnet mask
192.168.19.61 255.255.255.0
192.168.19.62 255,255.255.0

[ A

|| edt.. |

Default gateways:

Gateway
192.168,19.254

| Add.

[v] Automatic metric

Interface metric: I:

WonderPhone inst

allation manual

versioA 1.

In tabéIP SettingsclickéAdd €

to add the second ip address

Here you see that Network adapter Has

unique ip addresses
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3.2 Install WP servéilexi

Download Flexi 5.12 (or later) from www.datatal.se/release.

Since WonderPhone is included in same setup packet ad,Flekh platorms are
installed via the same setup.

You needboth a valid WonderBone and Flexi licens® installWonderPhone

If no valid WondePhone licenseexists this option will not be available, and only Flexi
will be installed.

The only difference when WP is installed is that you need to il WP server ta
unique IPaddress.This address is used by WP client.

Select IP for Wonderphone server to bind
“Wonderphone server require a dedicated IP address. Otherwise it <lTP

cannat register phane to PEX

Choose |Pv4 binds Choose [PvE binds

Select for wich IP address and ip proto¢

WP server should be bound to in.lIS

- Select IP address -- v | | — Select IP address - v

Please add at additional IPvE address

Installshield

< Back || Mest » || Cancel

If only one IRddress is found this message will be displayed.

Flexi Setup 5.12 - InstallShield Wizard x|

Select PBX
Select below which type of PBX that the system should be f | e
connected to.

Wonderphone Server need a dedicated IP address on server, this server If you see this message the system o
A contains only 1IP. Please add an additional IP address to proceed has one IP addresRepeat the steps in

segment3.1. To add a second IP addreg

InstallShield

<Back | Newt> | [ Cancel
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3.3 Install WP client

Installation can either be done manually lBachuseror pushed to several users by an
administrator.

Client setup consists ofraMSI package, you can either execute the Nl as a
manual ingallation or as a push installan.

Manual installation:

Download WFRclient using the folbwing link Replace<server> with serverlP/FQDN

https://<server>/api/app/wonderphone/downloadcand then execute the.msifile.

Push installation

You can install WP client through GPO or otidF management tool.

Installation packet conists of an MSI file[filename], for easy distribution.

WP client will update automatically if newer version is available on WP server.

If the user(s)will be using USB headgqas) from Plantronics, there is an option to
install Plantronics SDKhich enables you to answer/hangip viathe call button on
your headset.

For this feature to be inalled you need elevated privitgees (Alministrator rights)

These are the different syntaxes to be used
Quiet install run command
msiexec /i\[path to msifile]\\Wonderphoné1.0\Wonderphone.msigb

Quiet upgrade run command
msiexec /i Y\[path to msi file]1.00Wonderphone.m$iREINSTALLMODE=voums REINSTALL=ALL /gb

Quiet uninstall run command
msiexec /x {63EFEAYB7A4F0CI6C04769C94AF39A} /gb
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4. Configuration Avaya and Flexi
For Avaya yoneed to make the fitowing configurationin AvaydP Office manger

Extn VolP

Extension Id 212 |
Base Extension 3013 ‘
Caller Display Type ‘ On v ‘
Reset Volume After Calls O
Device Type J Unknown SIP de}c\
Location lAul:umatic v
Module o]
Port Extension same a

El WP user extensio
Force Authorisation [

Extn VolP

IP Address [0 .0 . 0 . 0 ] [J Local Hold Music

M Re-invite Supported

Codec Selection |SY5|=""' Default ¥ [] Codec Lockdown

S R [ Allow Direct Media Path
[ s ‘ G.722 64K

G.729(a) 8K CS-ACELP
G.711 ULAW 64K
‘ o) ‘ G.711 ALAW 64K

the following

l <8< ‘ Codecs are
selected

23>
Reserve License | None ~ |
Fax Transport Support | None v |
DTMF Support |RFC2833/RFCAT33 v the following
RFCs are
3rd Party Auto Answer | RFC 5373 v selected
Media Security Same as System (Disabled) v
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User  Voicemail DND  ShortCodes Source Numbers§ Telephony | Forwarding Dial In  Voice Recording Button Programming

Call Settings | Supervisor Settings | Multi-line Options Call Log TUI ame login as

Reset Longest Idle Time
@ All Calls
(O External Incoming

Activate WonderPhone fdPresentityuser in Admital Web.

User / Edit user
Index

User -
Logon

Data

Phone

Userprofile ¥/ WonderPhone

Image
Routes
Mobile devices

WonderPhone

Configuration

Permissions

Copy hot keys

Interception

' Greetings

Voice mail

WonderPhone installation manual

Login Code Iouooou l
Confirm Login Code |"uu" ‘l
Login Idle Period (secs) | |
Monitor Group <None> v
Coverage Group <None> v
Status on No-Answer | Logged On (No change) v

WonderPhone

e B R T —
e —

versio@ 1.

m Cancel Delete

[[] Force Account Code

[] Force Authorization Code

[] Incoming Call Bar

[[] Outgeing Call Bar

[ Inhibit Off-Switch Forward/Transfer
[ Can Intrude

M Cannot be Intruded

[[] Can Trace Calls

[] Deny Auto Intercom Calls

To make a user able to logo
as WonderPhone usgyou
need to fill out this form
PBX Userlextensior

PBX passwordpassword
And check the cheelbox
These corresponds to SIP u
configured in Avaya

Apply
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4.1 WP client quick overview

This is just a quick overview to get you started, for a complete user guide see the full
WP client manuallt is important that you go over the settings for WonderPhone
sinceyou must ma which audio and recording device you will use for calls.

For WonderPhone client, option to log on with extension/pin has been disabled.

You must log in with username and password.

< WonderPhone (Eng) = O X
> Login screen
Patrik X Type your user credentiglas
...............l % configured in Admital

UserNameppasswordand server
address
! Note that login with extension a
pin is disabled in WP client

X

wpsrv.datatal.se

Access to settings
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Setting screen

Choose which device to b
used for audio playback

Choose which device to b
used as microphone

Choose which device to b
used for announcing call

Choose which file to be
used for incoming calls

Choose which file to be
used for outgoing calls

Check if automatic logon
should be active
Check if WP client shoulg

start automatically if
desktop is restarted

Check to show more tha
one hotkey

Check to merge hotkeys
and reasons for absence
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