Guideline to secure Datatal Flexi server

Summary

Datatal Flexi is a communication platform that helps with your company’s telephony. Datatal Flexi uses several

interfaces to communicate with other systems and some of them might be targeted for hacking attempts. This

guide will help you to better secure you Flexi system.

Datatal cannot guarantee that Flexi won’t be hacked by following these steps and Datatal take no responsibility
if this would happen.

This document will focus on secure interfaces that Datatal Flexi uses. This document best applies to Flexi
release 5.9 or higher.

This document is a guideline how to enhance security, in addition to this there are other ways to improve the
security around the Flexi-platform. We recommend that you to read this document throughout before
implementing any changes.

Summary checklist

Strong NT-account administrator password

Activate Windows update, update at least every month

Firewall

Antivirus

Valid Web SSL certificate

Block /admin from external access, look at IP and domain restriction
DNS

Use both IPv4 and IPv6

Use only https
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Technical overview
This is a basic setup.

Presentity app Internet

Datatal servies

o

Firewall

TCP/IP

TCP/IP

Datatal Flexi server

Interfaces between Datatal Flexi server and PBX depends on the PBX brand. All integration between Datatal
Flexi and PBX brands use SIP (Session Initiated Protocol) for VolP functionality. For CTl (Computer Telephony
Interface) Flexi uses, TAPI, CSTA3, MiTai or Mitel OIP Corba.

Description

SIP — VolP functionality

RTP - Audio stream protocol
TAPI — Avaya IP office

TFTP - Avaya IP office

TAPI - Panasonic NS1000
CSTA3 — Mitel Mx-one
MiTai ICP

Mitel OIP Corba

Web interfaces

Datatal Telephony manager
Datatal Active state

Datatal Exchange connector

Datatal license server

Datatal Voice manger

Protocol
TCP/UDP
uDP

TCP and UDP
uDP

TCP and UDP
HTTP

TCP

TCP
HTTP/HTTPS
TCP

TCP

TCP

HTTPS

HTTPS

Port
5060
40000-50000
50797

69

33333

80
Unknown
2809

443

9692
13404
13317

443 to IPv4 82.115.148.0/24
IPv6 2a01:650:28:5::255:0/112
443 to IPv4 82.115.148.0/24
IPv6 2a01:650:28:5::255:0/112

Access

Internal.
Internal.
Internal.
Internal.
Internal.
Internal.
Internal.
Internal.
External.
External.
External.
Internal.
server

External.

Flexi <-> PBX

Flexi <-> PBX

Flexi <-> PBX

Flexi <-> PBX

Flexi <-> PBX

Flexi <-> PBX

Flexi <-> PBX

Flexi <-> OIPsrv
Flexi <-> app/web
Flexi <-> app/web
Flexi <-> operator
Flexi <-> Exchange

Flexi <->

services.datatal.se

External.

Flexi <->

services.datatal.se



Windows security
Securing the Windows operating system is the most important part. If unauthorized users gets control of
Windows, there are some test tools and other functions that could be abused.

Here is a checklist of actions;

1. Datatal supports the use of a virtual environment, either vmware or Hyper-V. All of Datatal’s internal
testing and development is done on server applications in a virtual environment.

2. Activate windows update, we always test Flexi with the latest Windows patches. It can be set to
download automatically but should be installed and rebooted under supervision. Basic testing of Flexi
after a Windows update is recomended.

a. Test the use of basic functionality for each product, for example;
i. Flexi Tid, book a call and call it back
ii. Flexi Presentity, divert a user and call diverted user
iii. Flexi CC, call a queue and verify that the call gets transferred to an agent

3. Antivirus software installed

4. Local firewall installed and configured. Port and application name is listed in the beginning of this
document

5. Continuous Backup of Flexi root folder, it includes voicemail, database and registry. Default C:\Flexi

6. Disk, it’s recommended to have 2 partitions, C: and D:. During the installation phase install all Flexi
components and Flexi root under D:. Remember that SQL server express and Flexi Database will be
stored under C: by default, also that Windows update tend to consume a lot of disk space over time.
It’s rather complicated to expand C: drive even in virtual environment. A typical Flexi installation
should not take more than a total of 20 GB. Use thin provisioning in the virtual environment to save
disk space on data storage.

Secure Connection
For secure connection https must be activated in IIS, from the release 5.11.1 https gets activated by default for
the Flexi websites.

Presentity App
In the Flexi Presentity mobile application, there is a setting that activates Secure connection, this means that
HTTPS will be used to communicate with the Flexi Presentity server. This setting is next to server id in the app.

Presentity Operator
Same as in the Flexi Presentity mobile app, there is a checkbox to activate secure connection. This will ensure
the use of https for communication with the server.

Other Web applications

All other web interfaces can be accessed using https. Such as Flexi Tid user web, Admital Web, Presentity Web.



Accounts
A first step to secure a Flexi installation is to set strong passwords for the NT-account of Windows Server, at
least 10 characters with both digits and special characters. It is the single most important account!

Second, secure the default system admin accounts for Flexi. There are 2 default accounts for Flexi, sysop and
admin. Sysop account can only log into Flexi administration from the local server. Admin account password is
required to be changed from default when Flexi gets installed or upgraded. These accounts can be used to
logon to Flexi Server https://<SERVERIP/FQDN>/admin go to user and click on customer admin account. Go to
Logon and set credentials.

Logon Logon

Data

Phane User type: Kund Admin ¥
Links

Vaice mail User-ID: Admin

Image Domain name:

Routes
Password:  [seereseeeen

User must change password at next logon
User may only logon from the server
Logon: [s]24 v
Operator: rd

m Cancel Delete Apply

The setting User may only logon from server means that this account can only be used on the local server. By
default, it is only the Sysop account that has this feature activated. Password length is recommended to be at
least 10 characters long.

All Flexi users that has a User-ld and password will be able to log into Admital web, but only as a user. By
default, user privilege cannot access any settings.

For Flexi users that uses Presentity functionality, such as Presentity app or voicemail. All new Presentity users
will receive 0000 as default pin code. Pin code should be changed to something else ASAP. By default pin code
is limited to 4 digits, this can be extended. Recommended is 6-8 digits but this can be hard for end users to
remember. Pin code must be digits because users can call into the system and use the dial pad to log into Flexi.
To change min/max pin code length, edit these registry entries.

& Registry Editor

File Edit W%iew Favorites Help
; . Aastra Telecom Schweiz AG ;I Mame | Type | Daka ﬂ
| Classes ab] allowHarny REG_SZ L
- Clients f_‘ﬂAllowLanguage REG_SZ 1
| Datatal b AllowOwnGreeting REG_SZ 1
) Comrmon abt| ExternalDialPrefic REG_SZ 1]
a Datstat 25| ExternalDial3uffic REG_5Z "
{ Flexi 35 InkernalDialPrefi REG_SZ By,
b Tals;;; ab|InkernalDialsuffix REG_SZ
& o 30| MaxFailedLogon REG_SZ 03
W ooz ab| MaxGreetinglength REG_5Z 600
1 003 ab|MaxMessageLength REG_SZ 600
P ab|MaxNaDTMF REG_SZ 03
53 ab|MaxRetry REG_5Z 03
| 054 ab|MaxSilence REG_5Z 600
- | 058 == =
- 058 E_?JPasswnrdMaxLength REG_5Z a
- 08D dMinLength REG_SZ 6
| &SR ; = 0000000 (0)
- [ Tid 3] SilenkHangupDigits REG_SZ
< 1 TidBlockANT ab]| ToggleL anguageDigit REG_SZ 11 =
[ |, Datatal_Reg_Backup -
[+ | Description = |4] | _DI_
omputeriHKEY _LOCAL_MACHIMEVSOFTWARE\Wowe432Nade\DatataliTalswarl 000 I 4




Datatal Flexi and Kemp VLM

It’s recommended to have a web proxy between the Flexi server and the internet. Datatal recommends Kemp
VLM, it can be deployed as a virtual appliance. Below is an example setup. For installation and system
configuration for the Kemp VLM please consult Kemp documentation. It is also strongly recommended to get a
public certificate from an SSL Certificate Provider. Datatal recommend GlobalSign

External end

Externa IPv4
Externa IPv6

EthO
IPv4 x.x.43.37
IPV6 x:x:x:x:x:43:37

Ethl
IPv4 x.x.55.8
IPv6 x:x:x:x:x:55:8

=]

End user desktop
IP: x.x.25.89

e

Presentity app Internet

Datatal servies

Firewall

Firewall

SSL Certificate

Datatal Flexi server
IPv4: x.x.55.37

TCP/IP
IPv4 GW: x.x.55.8
IPv6: x:x:x:x:x:55:37
IPv6 GW: x:x:x:x:x:55:8
0 ]

gain

PBX
IP: x.x.55.70

Datatal Flexi supports IPv6, if IPv6 is to be used for Presentity mobile application or other Flexi Web application
this must be configured in the Web proxy as well.

On the Flexi server, the default gateway must be set to web proxy server, but you should add some specific
alternative route for internal usage. Do this before you change the default GW on the server. In this example
End user desktop cannot communicate directly to server. Use route add command on the Flexi server.

Example, change the x:es to correct numbers. Both for IPv4 and IPv6

Route —p ADD x.x.25.0 MASK 255.255.255.0 x.x.25.<Real GW IP>


https://www.globalsign.com/en/

Setup Kemp VLM with HTTP

Create a new Virtual Service and set DMZ IP and Port 80

KEMP

LoadMaster

Add a new Virtual Service

a bal

Vers:7.1-30-75 (

AN [vim200-01] 105

Home

T Virtual Services

» View/Modify Services
» Manage Templates

» Manage 550

» WAF Settings

b Statistics

Service Type, must be HTTP/HTTPS

¥ Virtual Services
» Add New

» Manage Templates
» Manage 550
» WAF Settings

» Statistics

Real Servers
* Rules & Checking
P Certificates

b System Configuration

Please Specify the Parameters for the Virtual Service.

Virtual Address

Service Name (Optional)

Protocol

Add this Virtual Service

Properties for tcp-3.37:80 (Id:50) - Operating at Layer 7

Basic Properties

Service Name [presentity|datatal.se IPv4 HTTP

|

Alternate Address

Set Altemate Address

Service Type I

HTTP/HTTPS

lsctivate or Deactivate Service  [#f)

Standard Options

Transparency
Subnet Originating Requasts
Extra Ports

& [

|

Persistence Options

Mode:

Timeout:

Source IP Address

i

6 Minutes r

Scheduling Method

[dle Connection Timeout (Default &60)
Use Address for Server NAT

Quality of Service

fixed weighting

Set Idle Timeout

[Mormal-

Senice v




Enable feature caching, compression and detect malicious requests. Important to also set Add Http Headers to
X-forwarded-For(+Via). This enables that the Flexi server can get the originated IP address on HTTP request.

Also add a Real server (Flexi server)

Home
~ Virtual Services

» Add New

» Manage Templates
» Manage S50

WAF Settings

b Statistics

Real Servers
} Rules & Checking
} Certificates

} System Configuration

Extra Ports | [ Set Extra Ports

Persistence Options  Mode: | Source IP Address v |
Timeout:[6 Minutes v |

Scheduling Method | fixed weighting hd

Idle Connection Timeout (Default 660) Set Idle Timeout

Use Address for Server NAT [

Quality of Service | Normal-Service T

SSL Properties

Advanced Properties

Content Switching Disabled m
HTTP Selection Rules
HTTP Header Modifications
Port Following gaapw: | No VIP Selected v
aximum Cache usage

#) 1htrusion Handling Drop Connection ¥ Warnings )
Enable Multiple Connect []

Add Header to Reguest H |
Add HTTP Headers || X-Forwarded-For (+ Via) |
“Sorry” Server |Pcrt | ‘
Not Available Redirection Handling Error Code v
Redirect URL

Enable Caching v
Enable Compression

Detect Malicious Requests

Service Specific Access Control  [aae=CrR S (|

WAF Options

ESP Options

Real Servers Add New ...

Real Server Check Parameters [HTTP Protocol ¥ | checked Port Set Check Port
URL: \ § Set URL

Use HTTP/L.1: (]

HTTP Method HEAD
Custom Headers:  JEJ g EEG T

d IP Address Port Forwarding method  Weight Limit Status Operation

£ e FEERE ) EESETED 80 nat 1000 0 Enzbled |




Setup Kemp VLM with HTTPS

Same setup but uses 443 for port and some additional settings under SSL Properties

In this setup wse use a wildcard certificate.

LoadMaster abpal  Vers7.1-30
KEM Properties of VIP tcpy 43.37:443 (Id:45) A [vim200-01]
Home
¥ Virtual Services
» Add New Properties for tep/IIII43.37:443 (1d:45) - Operating at Layer 7
Duplicate VIP | Change Address
Manage Templates
» Manage 550 Basic Properties
» WAF Settings Service Name [presentity datatal se IPv4 HTTPS
} Statistics Alternate Address :| Set Altemate Address
Service Type |HTTR/HTTPS v
Real Servers Activate or Deactivate Service (@
¥ Rules & Checking Standard Options
} Certificates SSL Properties
b System Configuration 551 Acceleration| nabled: ¥ Reencrypt: [

supported Protocols| [ssivs (lris1o tisia #itisio
Require SNI hostname| []

Available Certificates Assigned Certificates

wildcard. * datatal se] . wildcard. datatal se * datatal se] .
I T -] | 1 _

. Set Certificates
Certificates <
- -
Manage Certificates
Cipher Set [ Default Bll| Modify Cipher Set

Assigned Ciphers
ECDHE-RSA-AES256-GCM-SHA384
ECDHE-ECDSA-AES256-GCM-SHA384
ECDHE-RSA-AES256-SHA384
ECDHE-ECDSA-AES256-SHA384
ECDHE-RSA-AES256-SHA
ECDHE-ECDSA-AES256-SHA M

Client Certificates | No Client Certificates required v

Ciphers

Real Servers Add New ...

Real Server Check Parameters ||C|\.I'|p Ping v |

Id IP Address Port Forwarding method Weight Limit Status Operation

o5 [Is 7 [ cettalse) nat 1000 0 Ensbled |




Setup Kemp VLM with Telephony manager port
Port is 9692

LoadMaster asbal Vers7.1-30

Add a new Virtual Service A [vim200-01]
Home

¥ Virtual Services

» View/Modify Services Virtual Address 43.37

» Manage Templates Port I9592 I

» Manage 550 Service Name (Optional) [presentity datatal se Tel|

» WAF Settings Pratocal
b Statistics Add this Virtual Service

Please Specify the Parameters for the Virtual Service.

Service Type is set to Generic

LoadMaster abal Vers7.1-30
KEMP Properties of VIP tcp/ 43.37:9692 (I1d:46) XM [vim200-01]

Home

T Virtual Services

Properties for tcp/ it 3.37:9692 (Id:46) - Operating at Layer 7

Duplicate VIP | Change Address
» Manage Templates
» Manage S50 Basic Properties
» WAF Sertings Service Name  [presentity datatal.se IPv4 Telemgr | [EENIE oo
~ Statistics Alternate Address Set Aliemate Address
Service Type | Generic hd
» Real Time Statistics

. . Activate or Deactivate Service o)
» Historical Graphs

Real Servers Standard Options
» Rules & Checki Force L7 #)
e ecking Transparencyll #
" Comificares Extra Ports | Set Extra Ports

Server Initiating Protocols [ Other Server Initiating ¥ [ff

Persistence Options  Mode Source IP Address ¥
Timeout:| 6 Minutes ¥

Scheduling Method | fixed weighting v

[dle Connection Timeout (Default 660) l:l Set Idle Timeout

Use Address for Server NAT [
Quality of Service | Normal-Service v

SSL Properties

b System Configuration

Advanced Properties

Real Servers Add New ...
Real Server Check Parameters ‘ ICMP Ping v ‘
Id IP Address Port Forwarding method Weight Limit Status Operation
?-55.3?-.0.%31:5[.5&) nat 1000 0 Enzbled ‘

10



Setup Kemp VLM with Active State port
If a Presentity operator is present and should be able to access Presentity server externally. It’s required to
setup Active State port 13404 TCP

LoadMaster Abal Vers7.1-30

Add a new Virtual Service A [vim200-01]

* Virtual Services
» View/Modify Services Virtual Address
» Manage Templates Port
» Manage 550
» WAF Settings

Please Specify the Parameters for the Virtual Service.

Service Name (Optional) |presentity.datatal.se Acﬂ

Protocol
b Statistics Add this Virtual Service

LoadMaster abal  Vers7.1-304

Properties of VIP tcp, 43.37:13404 (Id:52) IAM [vim200-01)

Home

¥ Virtual Services

e New Properties for tcp/ Il 3.37:13404 (Id:52) - Operating at Layer 7
Duplicate VIP | Change Address

» Manage Templates

» Manage S50 Basic Properties

DL SEmaE Service Name [presentity datatal.se IPv4 ActiveStatq
b Statistics Alternate Address Set Altemate Address

Service Type | Generic v
Real Servers

Activate or Deactivate Service (@)

* Rules & Checking Standard Options

» Certificates Force L7| ¥
Transparency

¥ System Configuration Extra Ports | Set Extra Poris
Server Initiating Protocols | Normal Protocols v ‘

& &

Persistence Options Moaa:l Mone v |

Scheduling Methad | round robin v
ldle Connection Timeout Defautt660) [ | [T ILIoY

Use Address for Server NAT [
Quality of Service | Normal-Service A

SSL Properties

Advanced Properties

Real Servers Add New ___
Real Server Check Parameters [TGP Connection Only v | Checked Port l:| Set Check Port
Id IP Address Port Forwarding method Weight Limit Status Operation

s [ 5" ararat se) nat 1000 o Enabled

11



Overview
IPv4

3.37:80 tcp datatalse IPv4 HTTP L7 e Up 55.37
3.57:443 tcp datataLse IPv4 HTTPS L7 datatalse e Up
3.37:9692 tcp datatalse [Pva4 Telemgr L7 e Up
3.37:13404 tcp dstatalse IPv4 ActiveState LT e Up 55.37
Repeat this step 1-4 to add IPv6 as well.
337):80 tcp | datatalse IPvs HTTP L7 e Up
3:37]443 tcp | datatalse IPv6 HTTPS L7 “datatalse e Up
33719692 tep | datatalse IPv6 Telemar L4 e Up
337143404 tep dststalse IPv6 ActiveState L7 e Up

12




Internet Information Service settings
Datatal Flexi uses several virtual applications. These application’s is created by Flexi server setup. Below is a
summary of these virtual applications

4- @ Sites
4 € Default Web Site

b ¥ admin
b (¥ api

I -__| aspnet_client

b P fledstat

b (¥ mobile

b P presentity

b tid

b (¥ tidweb

/admin

Admital Web, administration web for Flexi. Here an administrator can login and configure user and system
settings. Site is coded in PHP

/api
A REST api, it’s primary usage is for Flexi Presentity Operators. But it can also be accessed by 3" party via a
license. .NET 3.5.1 website

/flexistat

Extended statistics website, can only be accessed within Admital Web. .NET 4.5 website

/mobile

Presentity mobile applications primary communication API, is an XML based API. This site must be accessible
for external users if the Presentity mobile application should work at all. This also creates a ticket for other
APIs, such as Telephony Manager Port 9692. Site is coded in PHP

/Presentity

Presentity main web site, it’s for the end users. Within this site a user can listen to voicemails, set presence
state and have a basic overview of their colleague’s telephony states. .NET 3.5.1 website

/tid
FlexiTid main web site, it’s for the end users that uses FlexiTid. From this site a user can call booked calls,
answer queued call and listen to voicemails. Site is coded in PHP

/tidweb

Flexi Tid external booking site. From this a customer can book a time to be called by agents in FlexiTid. This site
should be accessible from internet if FlexiTid and this feature is requested. Site is coded in PHP

13



Site Bindings

Bind port to correct host name

Edit Bindings
—@ Application Pools ASP.NET
4 @ Sites ;El'
4 /@ Default Web Site| ﬂ
b adt 5 Explore
03 i Edit Permissions...
b - asp
b P flel D  Add Application...
b ¥ md T Add Virtual Directory...
> pro
b tgl  Edit Bindings...
b tidy Manage Website »
§J Refresh
X Remove
Edit http
o swesas 2004
Type  Host Name Prt IP Address Binding Informa... Add...
e

Set correct IP to bind and set correct FQDN

Type: IP address: Port:
http RN e Y v| [e0 |
Host name:

|presentity.datatal.sd |

Example: www.contoso.com or marketing.contoso.com

oK | concel




Same procedure for HTTPS, but this step requires a SSL Certificate, this could be a self-signed but it’s

recommended to get a valid form a SSL Certificate Provider.

|pr:senti‘ty.datatal.s= |

[] Require Server Name Indication

S5L certificate:

Type: IP address: Port:
https v :55.37 vz ]
Host name:

|an selected V| | Select...

OK

PHP settings

In C:\Windows\php.ini change these settings.

expose php = Off

15



Create a separate Website for External web

It’s also possible create a new Website for the sites for External use only. To only expose those end user virtual
applications, use these commands to create a separate website for external web connections and the
separated virtual application. When you have created this new virtual application you may change in the web
proxy to use the 8080 port instead of 80 on the real server. Same with https, 443 to 4443.

Create app pool for external usage.
%windir%\SysWoW64\InetSrv\AppCmd.exe add apppool /name:DatatalExternalTidExternal /managedRunTimeVersion:v2.0
/managedPipelineMode:Integrated /enable32BitAppOnWin64:true

%windir%\SysWoW64\InetSrv\AppCmd.exe add apppool /name:DatatalExternalPresentity /managedRunTimeVersion:v2.0
/managedPipelineMode:Integrated /enable32BitAppOnWin64:true

%windir%\SysWoW64\InetSrv\AppCmd.exe add apppool /name:DatatalExternalMobile /managedRunTimeVersion:v2.0
/managedPipelineMode:Integrated /enable32BitAppOnWin64:true

%windir%\SysWoW64\InetSrv\AppCmd.exe add apppool /name:DatatalExternalAPI /managedRunTimeVersion:v2.0
/managedPipelineMode:Integrated /enable32BitAppOnWin64:true

Create a new website for external connections
%windir%\SysWoWe64\InetSrv\appcmd add site /name:DatatalExternal /bindings:http/*:8080:,https/*:4443:
/physicalPath:"C:\inetpub\wwwroot"

Notice that you also need to assign a SSL certificate to 4443 port, otherwise it will not work. This site binds on http 8080 and https 4443

Create Virtual applications for external connections
Note that the /physicalPath parameter maybe must be changed, this is the default path

%windir%\SysWoW64\InetSrv\appcmd add app /site.name:DatatalExternal /path:/mobile /physicalPath:"C:\Program Files
(x86)\Datatal\FleXi\WWW\Mobile Web"

%windir%\SysWoW64\InetSrv\appcmd add app /site.name:DatatalExternal /path:/tidweb /physicalPath:"C:\Program Files
(x86)\Datatal\FleXi\WWW \tidexternal"

%windir%\SysWoW64\InetSrv\appcmd add app /site.name:DatatalExternal /path:/presentity /physicalPath:"C:\Program Files
(x86)\Datatal\FleXi\WWW |presentity web"

%windir%\SysWoW64\InetSrv\appcmd add app /site.name:DatatalExternal /path:/api /physicalPath:"C:\Program Files
(x86)\Datatal\FleXi\WWW\web api"

Set correct app pools
%windir%\SysWoWe64\InetSrv\AppCmd.exe set app "/app.name:DatatalExternal/api" /applicationPool:DatatalExternal APl

%windir%\SysWoW64\InetSrv\AppCmd.exe set app "/app.name:DatatalExternal/tidweb" /applicationPool:DatatalExternalTidExternal
%windir%\SysWoW64\InetSrv\AppCmd.exe set app "/app.name:DatatalExternal/presentity” /applicationPool:DatatalExternalPresentity

%windir%\SysWoWe64\InetSrv\AppCmd.exe set app "/app.name:DatatalExternal/mobile” /applicationPool:DatatalExternalMobile

16



\|l1ndnu,‘\Sy,JJDUG4\inet..ru >rzuwindirx\SysUoHb AN InetSrunAppCnd .

it AppOnWinG4:tr
APPPOOL nh,]e:t ”l)atatalExternalT1dExt:arnal” added

i \|l1n(lnu‘-\Sy-lJOUﬁ'i\inet-‘ru P>zwindirz\8ysWol64\InetSru\AppCnd .

AppOnitinG4:t
PEROOL ohject “DatatalExternalPresentity” added

inp4:
PPPOOL ohject "DatatalExternalMohile” added

\Windows\SysHOUB4Ninetsry dxuwindirk \SysoW64\InetSrusAppCnd .

[in64: true
PPPOOL ohject “"DatatalExternalAPIV added

=\Windows g uousq\inetsru indirx\SysUol6 A\ InetSrunappend
T alExte

ad
DIR ulmect “DatatalExternals/" added

I \Windows\8 ysHOUG4N ine tsrydrwindiry S ystols 4\ InetSrusappend
DatatalExternal/mobile” added
DIR ohject “"DatatalExternal’mobile” added

I VIndous \SusUOMGINIne sy ruinddr \SysioNs I necSrunappend
APP object “DatatalExternalstidweh” adde
DIR ohjoct "Dacabalfxtornalstidweh" added

H \llindnl-!s\SyleOUG4\ine:$ru >zuindirx\SysWol64\InetSrvappond

PP thm:t DatatalExterna1/1]|~e..entlty added
DIR ohje atatalExternal/presentity” added

$\Windows\E ysHOUB AN ine tsry druindiry\S ysUoHs A\ InetSrunappend
3 ject "DatatalExternalsapi’ adde
DIR ohjoct "Dasabalfxtornal api" added

IWindovs\SesOUBdNino bsry Sz ind irs\Sysliols 4\ InetS v AppCad.
P] ject “"DatatalExternal’api' changed

s\indows\S ysHOUG4\ine Esrud%uindiry \SysUot6 4\ Ine tSru\AppCnd -

AFF object DatatalExternal/tldueh changed

l\)ll1ndnu.\Sy.lJOUEQ\lnet.)‘v >xuwindis Syallnll64\l netSrv\AppCnd.

P t "DatatalExternalspresentity” changed

\Windows\8ysWOUE4Ninetsrudzwindiru\SysWoH6 4\ InetSruAppCnd.

object "DatatalExternal/mobile’ changed

=\Windows\SysWOWE4\inetsrud

In the 1IS manager interface

\=! Application Pools Name *
@ Sites & DatatalExternal
4 &P DatatalExternal & Default Web Site
P ':'-’ api
[ aspnet_client

I -[2¥ mobile
¥ presentity
b tidweb

4 BJ Default Web Site

b -/ admin

¥ api
p-__| aspnet_client
b -=¥ flexistat
b - mobile
p-¥ presentity
b-(¥ tid
b -/ tidweb

i ngnur\syrlJOUEQ\lnet-‘)‘v zwindirz\SysWol64N\Inet SrvNAppCnd .
T

exe

exe

exe

exe

add

exe

exe

exe

exe

Administrator: CAWindows\system32\cmd.exe

add apppool /name:DatatalExternalTidExternal /managedRunTineUersion:u2.@ /managedPipelineMode:Integrated senable32B|
add apppool sname:DatatalExternalPresentity /managedRunTineVersion:v2.0 smanagedPipelineMode:Integrated senable32Bil
add apppool sname:DatatalExternallobile /managedRunTineVersion:v2.B /managedPipelineMode:Integrated /enable32BitApp)
add apppool /name:DatatalExternalAPI /managedRunTimeUersionzu2.@ /managedPipelineMode:Integrated /enable32BitAppOnt

site /name:DatatalExternal bindings:http/=:8080: https,%:4443: sphysicalPath:"C:\inetpubiu

ssite.name:DatatalExternal spath:/mobile /physicalPath:"C:\Program Files (x86>\Datatal\FleXi\WW\Mobile Weh"
ssite.name:DatatalExternal /path:/tidueb /physicalPath:"G:\Program Files (x86)X\Datatal\FleXi\Ml\tidexternal™

ssite.nane:DatatalExternal /path:/presentity /physicalPath:"C:\Program Files (x86)\Datatal\FleRizWlli\presentityl

ssite.name:DatatalExternal /path:/api /physicalPath:"G:\Program Files (x86)\Datatal\FleXi\Wlh\ueb api”

“'zapp.nane:DatatalExternalsapi’ sapplicationPool:DatatalExternalaPl
“sapp. atatalExternal/tidueh' /applicationPool:DatatalExternallidExternal
v/app. atatalExternal-presentity” sapplicationPool:DatatalExternalPresentity

“"vapp.name:DatatalExternalsmobile” sapplicationPool:DatatalExternalMobile

D Status Binding Path
2 Started (ht... *:8080 (http);*:4443 (https) Cinetpub\wwwroot
1 Started (ht...

443 (https):presentity.datatal.se . %SystemDriveZe\inetpub\wwwroot
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IP Address and Domain Restrictions
Internet information service has an IP address filer function. With this it is also possible to restrict access to

some virtual applications. First you must add additional Webserver feature for IP address and domain
Restrictions.

To install this, run this command in terminal as administrator
dism /Online /Enable-Feature /FeatureName:lIS-IPSecurity /all /norestart /quiet
After, go into IIS manager, under each virtual application there is a new feature

” B » UTBILDNINGZ » Sites » Default Web Site » admin »

File View Help

= ‘admin Home
CHEIEI @
€ Start Page =
Fitter ~ ¥ Go - GhShowal :
483 UTBILDNING2 (UTBILDNINGZ | "% = & Show Al | Group by:
2} Application Pools . N - A
3 fa P -
» € DatatalExternal EV - &
@ Default Web Si NETTrust  Application  Connection MachineKey Pages and
4 ault Web Site Levels Settings Strings Controls
b P admin —
P & =
b aspnet_client " =
b P fledstat Session State SMTP E-mail
b mobile
b presentity IS ~
b tid 3 2 o
§ 2 & 5 @ 9
ASP Authentic.. Authorizat. ~ CGI  Compression
Rules
) = 12| Ep
Default  Directory ErmorPages  Handler  HTTP ]
Document ~ Browsing Mappings  Redirect
E- 1
LT
HITP Logging  MIME Types  Modules
Respon...
» 8

Output  Request  SSLSettings
Caching Filtering

Management

Configurat...

From here you can narrow down to single IP or set ranges of IP that can access this specific virtual application. Consult the help file to get
this right, and test!

With these settings it is only possible to access /admin from local server.

File View Help

CHEIEID é’ IP Address and Domain Restrictions act Ak
P % Start Page Use this feature to restrict or grant access to Web content based on IP addresses or Add DecyErDies
4-95 UTBILDNING2 (UTBILDNING?2|

domain names. Set the restrictions in order of priority. I

- Edit Feature Settings... 1
-} Application Pools

Sites

Group by: No Grouping

b @ DatatalExternal = Bequestor Entry Tupe
46 Default Web Site I Allow 127.0.0.1 Local |

apl

p -] aspnet_client
(P flexistat

:_’ moebile

3 presentity
@ tid

(P tidweb

v v T v e

Access for unsp:c?la clients: 2
|Deny v]

] Enable domain name restrictions

["] Enable Proxy Mode

Deny Action Type: 3

|Nnt Found v]

[ ok ) concel

Revert To Parent
View Ordered List...

View Dynamic Restriction
Settings...

o Help
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Secure Datatal CTStack

Datatal CTStack handles the SIP communication with the PBX. To access the configuration for CTStack, browse
to http://localhost:1339 on the Flexi Server. To configure standard settings for each PBX, consult the
documentation. Datatal CTStack doesn’t support SIP over TLS, SIPS, SRTP.

First verify that the CTStack’s API only can be accessed from local server.

© cl [ localhost:1339 I

Datatal CTStack Configuration CTStack

Main menu API
Call Handling
Meas Delay "ldle’ event on hangup: (7]1L
SIP
© Create entity Server
IP Port: 8| 1337
| Loopback only: e
Configuration
Advanced
Advanced mode: eno
Server
IP Port @) 1339
Loophack only 9@ I

As standard SIP uses RTP to transfer audio stream. By default it uses a large range of ports and are configured
under Media. RTP uses UDP.

€ €' [} localhost:1339

Datatal CTStack Configuration Media

Main menu RTP
CTStack Networking

—* Media IP Address: @/ string
Max RTP port: @/ 50000

© Create entity
Min RTP port: @ 40000

Bindings and Security, by default Datatal CTStack will bind port 5060 first IP-address at installation. If IP address
is an alternative IP or is changed during implementation, this setting must be edited. For security settings, if
PBX require a login for outgoing call. It can be provided here; most PBX only uses IP-address for secure
measure.

e — ST -—
€& - C | [localhost:1339
Datatal CTStack Configuration SIP
Security
Credentials
Credentials: (2] - | EED
© Create entity
Transport
Bindings
R
Bindings: | udp:[192.168.50.66]:5060 m
tcp:[192.168.50.66]:5060 [ o ]
i
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